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1. Thiét 1ap tin cay

Tai chimg thu sb gbc (RootCA certificate) va chimg thu sb trung gian
(SubCA certificate) cua ha tang chung thuc sé do Ban Co yéu Chinh phu cung
cap tai website http://ca.gov.vn

1.1. Cai dat chirng thw s6 goc RootCA

Thiét 1ap tin cay ching thu s6 goc cua cua ha tang ching thuc sé do Ban
Co yéu Chinh pha cung cap: Bam dup vao file chung thu sd goc da tai vé
RootCA.cer

@Ov|. » Computer » Data (D:) » Trien khai chu ky so » VGCA » Chung thuso » RootCA

File Edit View Tools Help

Organize ~ Include in library = Share with = Burn Mew folder
4 | Chung thu so “  Name Date modified Type Size
I Chung thu so ky ) N
# RootCA.cer 7/4/2011 2:29 PM Security Certificate 2 KB
| Chung thu so ma
| RootCA
). Sub_CP

Chon Install Certificate

Certificate @

General | Details | Certification Path

'?EJE Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Co guan chung thuc so chuyen dung Chinh phu
(RootCA)

Issued by: Co guan chung thuc so chuyen dung Chinh phu
(RootCA)

valid from 3/ 10/ 2010 to 3/ 5/ 2030

Install Certificate... Issuer Statement

Learn mare about Lertificates



http://ca.gov.vn/

Chon Next

Certificate Import Wizard @

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority,
is a confirmation of your identity and contains
information used to protect data or to establish secure
network connections. A certificate store is the system
area where certificates are kept.

To continue, click Next.

< Back [ MNext = ]’ Cancel ]

Chon Place all certificates in the following store va chon Browse

Certificate Import Wizard @

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

(") Automatically select the certificate store based on the type of certificate

(@) Flace all certificates in the following store I

Certificate store:

Browse...

Learn more about certificate stores

[ < Back ” Next = l [ Cancel




Chon Trusted Root Certification Authorities va bAm OK

.

Certificate Import Wizard @

Certificate Store
Certific

Select Certificate Store @

Select the certificate store you want to use.
window cify a location

»

(A SIS0 Trusted Root Certification Authorities |l [ certificate

1

----- _| Intermediate Certification Authorities
----- | Trusted Publishers

----- | Untrusted Certificates
= - . - - Browse...
----- | Third-Party Root Certification Authorities +

[ | show physical stores

[ oK ]l Cancel ]

Learn more about certificate stores

<gack | wex> || cancel |

Chon Next

Certificate Import Wizard @

Certificate Store

Certificate stores are system areas where certificates are kept.

wWindows can automatically select a certificate store, or you can specify a location
for the certificate.

(") Automatically select the certificate store based on the type of certificate

(@) Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities

Learn more about certificate stores

[ < Back I[ Next > I[ Cancel




Chon Finish
Certificate Import Wizard

Completing the Certificate Import
Wizard

= The certificate will be imported after you click Finish.

You have specified the following settings:

(TG CR G R W G IERT] Trusted Root Certifici
Content Certificate
4 I I
< Back [ Finish ] ’ Cancel ]
Chon Yes
Security Warning il

Jﬁ. You are about to install a certificate from a certification authority
= (CA) claiming to represent

Co quan chung thuc so chuyen dung Chinh phu (RootCA)

Windows cannot validate that the certificate is actually from "Co
guan chung thuc so chuyen dung Chinh phu (RootCA)". You
should confirm its origin by contacting "Co quan chung thuc so
chuyen dung Chinh phu (RootCA)". The following number will
assist you in this process:

Thumbprint (shal): 90273E91 3B6F7012 863306FF 4D97EOEQ
3E441242

Warning;

If you install this root certificate, Windows will automatically trust
any certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. If you click "Yes" you
acknowledge this risk.

Do you want to install this certificate?

Yes | I‘ No




Certificate Import Wizard [

'@, The import was successful.

1.2. Cai chirng thw s6 trung gian (SubCA Certificate)
Chon file chira chtg thu s6 CP_SubCA.cer

I Chung thu so “ Name Date modified Type Size
| Cert_BCA
‘ a CP_SubCA.cer 7/4/2011 2:29 PM Security Certificate 2 KB
| Cert_ BTC

| Chung thu so ky
| Chung thu so ma
| Pkecs12

| RootCA

}. Sub CP

Certificate

General | Details | Certification Path

E R Certificate Information

This certificate is intended for the following purpose(s):

+ All application policies

Issued to: Co quan chung thuc so Chinh phu

Issued by: Co quan chung thuc so chuyen dung Chinh phu
(RootCA)

Valid from 3/ 25/ 2010 to 3/ 4/ 2030

IlInstaII Certiﬁcate...l Issuer Statement

Learn more about certificates




Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

I'Z'é'.'hutomatically select the certificate store based on the type of certificate

(" Place all certificates in the following store
Certificate store:

Browse...

Learn more about certificate stores

Certificate Import Wizard

'0 The import was successful,




2. Cau hinh kiém tra chir ky bang phin mém Adobe Reader 11

[een -] | 5 B | ¢

o U TUONG CHINH PHU

Ctrl+Z ﬂ /6 | ‘ _ .|.
Shift+Ctrl+Z
Cut

4 Copy Ctrl+C

Paste Ctrl+V
Delete
Select All Ctrl+A
Deselect All Shift+Ctrl+A
Copy File to Clipboard

ake a Snapshot
Check Spelling »
Look Up Selected Word...

@&, Find Ctrl+F
Advanced Search Shift+Ctrl+F
Protection »
Analysis
Accessibility

S6: 15/CT-TTg

Ve viéc ting
trong hosz

Preferences

Categories:

Commenting
Documents
Full Screen
General
Page Display

3D & Multimedia
Accessibility

Adobe Online Services
Email Accounts

Forms

Identity

Internet

JavaScript

Language

Measuring (2D)
Measuring (3D)
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

[ Signatures I
pelling

Tracker

Trust Manager
Units

Updater

Digital Signatures
Creation & Appearance
+ Control options for signature creation
+ Set the appearance of signatures within a document
Verification

+ Contral how and when signatures are verified

Identities & Trusted Certificates

+ Create and manage identities for signing
+ Manage credentials used to trust documents

Document Timestamping

» Configure timestamp server settings

More... ]
More...
More...
OK ]l Cancel l a




2.1. Cau hinh tao va dién mao chir ky

Creation and Appearance Preferences

Creation
Default Signing Method: [ *]
Default Signing Format: [PKCS#T - Detached ']
When Signing:
Show reasons

Show location and contact information
Include signature's revocation status

View documents in Preview Mode

Enable Review of Document Warnings: [NWEYS

Prevent Signing Until Warnings Are Reviewed: [Never

Appearances
Edit...
Duplicate
Delete
ok ||| cancel |




2.2. Cau hinh Kiém tra chir ky

Signature Verification Preferences

Verify signatures when the document is opened

[¥] When document has valid but untrusted signatures, prompt to review and trust signers

Yerification Behavior
When Verifying:

i@ Use the document-specified method: prompt if unavailable

() Use the document-specified method; if unavailable, use default method

(7 Always use the default method: Adobe Default Security

Require certificate revocation checking to succeed whenever possible during signature verification

Ignore document validation information

Yerification Time

Verify Signatures Using:

() Time at which the signature was created

i@ Secure time (timestamp) embedded in the signature

(7 Current time

Use expired timestamps

Verification Information
Automatically add verification information when saving signed PDF:
i@ Ask when verification information is too big
) Always
i) Newver

Windows Integration
Trust ALL root certificates in the Windows Certificate Store for

Validating Signatures

Walidating Certified Documents

Selecting either of these options may result in arbitrary material being treated as trusted content.
Take care before enabling these features,

|

10



2.3. Cac thiét lap may chua
Cau hinh may chu cap dau thoi gian (Document Timestamping)

Chon Time Stamp Servers va chon New

L% Server Settings @
Directory Servers “HH New Edit ﬁ Import Export Remaove Set Default
Time Stamp Servers | Mame URL
e

Configure Time Stamp Servers

Configure a default Time Stamp Server if you want
to embed a trusted time stamp when signing. If you
are in a workgroup, your computer administrator may
provide you with Time Stamp Server configuration
information.

Select one of the entries above and click Edit to view
or change settings, or click New to add and configure

L= o) .~

»

New Time Stamp Server t&l

|
Name: ‘Ban Cd yéu Chinh phu I

Server Settings

| |
|Sen-rer URL: ‘http:,ﬂ',ﬂ'ca.gov.vnftsa I

[ This server requires me to log on

0K } ‘ Cancel |

11



E Server Settings

Directory Servers EHE| New L_;fEdit @ Import = Export @ Removel| ¥ Set Default

Time Stamp Servers | Name URL

Ban Cg yéu Chinh phtl http://ca.gov.vn/tsa

Configure Time Stamp Servers

Configure a default Time Stamp Server if you want
to embed a trusted time stamp when signing. If you
are in a workgroup, your computer administrator may
provide you with Time Stamp Server configuration
information.

Select one of the entries above and click Edif to view
or change settings, or click New to add and configure

e ]l 4

»

Acrobat Security @

"] Are you sure you want to make this server your new default server? This
" timestamp server will be used by default when signing.

["] Do not show this message again

[ OK ] ‘ Cancel

3 Hién chir ky trén trinh duyét web

3.1. Trinh duyét Chrome

Cai dat chuong trinh adobe reader 11.0.

Khéi dong Chrome va go vao thanh dia chi

Chrome://plugins nhu hinh

12




5 i s dong . = Y (S amwsdongthapon, = # Plug i o RN
£ @ C # [ chromey/pluging MM ey =
1 Mewspapers (1 Finance () Forums () Emadls (1 Ebooks [ Proxies (] English 1 ICT T Mobilephonas (I Interesting (1 Studies: (1 Shapping [ Dictionaries

m Plug-ins

Plug-ins (9) & Details

Adabe Flash Player - Version: 116602167
Shackwave Flash 116 r602

Disable 1 Always allowed

Chrome Remaote Desktop Viewer
This phegin albows you to securely ccess olher computers that have been shared with you. To use this plugin you must first install the Chrom

20 webapp.

Disable 1 Always allowed E
Microsaft Offlce (2 files) - Version: 14.04730.1010

Office Authorization plug-in for NPAPL browsers

Disable | Always allowed

Native Client

Disable I always allowed

Chroma PDF Viewer [Disakilc

Engble

Adobe Reader - Version: 1100138
Adobe PDF Plusg-In For Firefox and Netscape 11.0.01
Disable | Always allowed

‘Google Update - Version: 1371135

Digable 1 Ahways allowed

Java(TM) (2 files) - Version: 10.7.2.11 Dewnlosd Critical Security Update
MNext Generation Java Plug-in 107 2 for Mozilla browsers

- 23
- = hml{ Pl
|

© 27204013

Chon muc Adobe Reader va nhan vao muc enable dé chuyén thanh disable nhur
hinh trén.

Sau d6 néu trinh duyét co yéu cau tai vé adobe reader 11. Thi cai lai va nhan OK
3.2. Trinh duyét FireFox

3.2.1. Kich hoat Adobe Reader Plugin trong trinh duyét
Chon Firefox — Addon

m Mozilla Firefox Start Page = | {1 VGCA x

-

Mew Tab * ¢ Bookmarks
5 Start Private Browsing History 3
| Emails | 1 Ebooks | | Proxies | ) English | 1 ICT | | Mobilephones | | Inte
Edit » Downloads
Find...
I-ﬁ Add-ons I
Save Page As... :
e OPUONS [ oy Shift+A
Email Link... Help
= Print... v
Web Developer 4

Full Screen
Set Up Sync...
Exit

Bam vao Plugins phia bén tréi.

Bam nit enable dé chuyén thanh disable nhu hinh
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| % Add-ons Manager

@ Moxzilla Firefox Start Page « | LIVGCA

E2ES {3 | |Ssearch att add-ons
Check to see if your plugins are up to date
& Get Add-ons & Adobe Acrobat 10.1.6.1
Adobe PDF Plug-In For Firefox and Netscape 10.1.6 More

lt Extensions

Adobe Acrobat 11.0.2.0
)f, Appearance Adobe PDF Plug-In For Firefox and Netscape 11.0.02 More
& Plugins @ Google Update 13.21135

3.2.2. Cau hinh str dung Adobe Reader Plugin

Chon Firefox — Options - Option

[+ I

Chon tab application

MMUZHH Firefox Start Page x | {IVGCA
ew la * 17 Bookmarks
¥ Start Private Browsing History » ] i ] i
| Emails | ' Ebooks | | Proxies | | English | ICT |/ Mobilephones | | Inte
Edit » Downloads
Find...
Save Page As... I Options » Options
Email Link...
o e Help £ Menu Bar
o= Print... 4 S
v Navigation Toolbar
Web Developer £ v Bookmarks Toolbar
Eull Screen Add-on Bar  Cirl+/
Set Up Sync... Toolbar Layout...
Exit |

Options

O & == BE

BT
=

“% Adobe Acrobat XML Data Package File

“% Adobe Acrobat Forms Document (appli... & Use Adobe Acrobat (in Firefox)
“* Adobe Acrobat Forms Document (appli... @ Use Adobe Acrobat (in Firefox)

i Use Adobe Acrabat (in Firefox)

& irc L2 Always ask
& ircs L2 Always ask
& mailto L2 Always ask
B Padcast 7] Praview in Firefox

General Tabs Content § Applications § Privacy  Security Sync Advanced
Search P
Content Type “ Action

1 Portable Document Format (PDF)

i Use Adobe Acrobat (in Firefox)

kv Video Podcast
3 Web Feed
& webcal

L= Preview in Firefox
L7 Always ask
[]Save File

rohat (default)

| Use other...

o J|( ot ]|

Help
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